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Avoid Becoming a Victim of Cyber-Theft

Keep Your Data Safe With These Five Simple Strategies

UPDATE SOFTWARE

Cyber-terrorists prey often prey on
known security flaws. Keeping your
software up-to-date can shut them
out.

BACKUP DATA ——
00—
Restoring your data from a backup is 00—
the simplest way to beat 00—
ransomware attacks. Backup your o~
: / -
data to an encrypted drive and store /4 \\
it offline in a safe place.

GET DE-PWNED

Password theft is the easiest

approach to data theft. Check to see if
your passwords have been
compromised on the website:
https://haveibeenpwned.com/

ENCRYPT YOUR DATA

Never share data by unencrypted O
email. Encrypt (not just password v

protect) any internal or external w

drives that contain private data.

ENABLE 2FA

Password guessing is a common
criminal tactic. Any site that stores

your research or private data should
be protected by two-factor-
authentication.
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